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Computer Science Model Curriculum for Grade 8

Computing Systems

Devices

CS.D.8.a Evaluate the advantages
and limitations of existing computing
devices to recommend design
improvements based on analysis of
how users interact with the device.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students learned how to evaluate devices dependent upon personal needs. By the
end of 8th grade, students are able to identify improvements to possibly make a computing device for
better interaction with users. In future grades, students will be able to extract technological information
about computing systems to determine the best practice for situations.

IMPORTANT CONCEPTS

¢ Identify a problem and make appropriate revisions
e Brainstorm ideas to improve a computing device
e Hardware defines how the user can interact with the device.

KEY SKILL/PROCEDURES

e Evaluate and communicate the advantages and disadvantages of a computing device

Content Elaborations
CLARIFICATIONS

Students will work collaboratively and communicate the advantages and disadvantages of computing
devices, such as memory limitations.

CONTENT FOCUS
Students can make recommendations to improve a computing device.
COMPUTER SCIENCE PRACTICES

Practice 6. Testing and Refining Computational Artifacts
3. Evaluate and refine a computational artifact multiple times to enhance its performance, reliability,
usability, and accessibility.
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Strand Computing Systems

Topic Hardware/Software

CS.HS.8.a Design projects that
combine hardware and software
components that could complete a
task.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students used/simulated hardware and software components to accomplish a task. By
the end of 8th grade, students make decisions on the use of hardware and software combinations to
effectively complete a task. In future grades, students will make decisions on the use of hardware and
software combinations to effectively complete a task.

IMPORTANT CONCEPTS
e Research, select and use/simulate appropriate hardware and software components to accomplish
a task

e Experience the project management process
KEY SKILL/PROCEDURES

e Evaluate hardware and software to determine which combination(s) will produce a proper outcome
based on a request
e Determine the best hardware and software to use to produce an end result

Content Elaborations

CLARIFICATIONS

Consider multiple components, such as functionality, cost, size, speed, accessibility and aesthetics to
select the appropriate hardware or software for a given task.

CONTENT FOCUS

Students can summarize and recommend the best combination of computing device(s) and software(s) to
use to produce an outcome based on a requirement provided. Students will use project management
skills as a key tool to effectively complete a task.

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions.
2. Evaluate existing technological functionalities and incorporate them into new designs.
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Strand Computing Systems

Topic Troubleshooting

CS.T.8.a Use a systematic process
to identify and evaluate the source of
a routine computing problem. Select
the best solution to solve the
computing problem and
communicate the solution to others.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students worked to diagnose problems, describe the problem and develop strategies
to resolve technology issues. By the end of 8th grade, students are able to identify and evaluate
problems, determine the best solution and also communicate with others to help them solve those
problems. In future grades, students will understand the troubleshooting process to evaluate a pre-
determined situation.

IMPORTANT CONCEPTS

e Use a basic troubleshooting process
¢ Have a working knowledge of computing devices
¢ Communicate to others via electronic and/or in-person communication

KEY SKILL/PROCEDURES

e Utilize knowledge of computing devices, hardware and software to locate and solve a problem
e Create a list of possible solutions to implement

e Evaluate solutions to determine the best one

e Communicate a solution to others

Content Elaborations
CLARIFICATIONS

As students gain more experience listing possible solutions, they need to be able to test the solutions and
determine the best solution. They also need to learn how to communicate these solutions to others via
electronic or in-person communication to help guide others to a solution.

CONTENT FOCUS

Students can identify troubleshooting steps that are key to solving the software/hardware problem. This
process involves collaboratively working through the troubleshooting steps.
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Strand Computing Systems

Topic Troubleshooting

COMPUTER SCIENCE PRACTICES

Practice 6. Testing and Refining Computational Artifacts
1. Systematically test computational artifacts by considering all scenarios and using test cases.
3. Evaluate and refine a computational artifact multiple times to enhance its performance, reliability,
usability, and accessibility.
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Strand Networks and the Internet

Topic Networking

NI.N.8.a Model the role of hardware
components to diagram the
infrastructure of networks and the
internet (including cloud servers).

Expectations for Learning
LEARNING PROGRESSION

In previous grades, student developed a basic understanding of how devices and protocols are used in
networking. By the end of 8th grade, students are able to develop a model representing networking
hardware to understand the flow of information across the internet. In future grades, students should be
able to apply these concepts.

IMPORTANT CONCEPTS

e Multiple devices are required for data to flow using protocols on the internet

e Each device has its own role in the flow of data on the internet

e Understanding the role of each device allows the student to diagram the flow of data from one
location to another across the internet

e Students should be able to explain concepts, including routers, switches, packets, and protocols

KEY SKILL/PROCEDURES

e Collaboratively create a working model of how data travels through a network, incorporating key
hardware components

Content Elaborations
CLARIFICATIONS

Students will identify basic components (e.g., computer, router, server) where they can create a model to
make connections of how information travels across the internet.

CONTENT FOCUS
Students will understand the purpose of hardware and how it enables communication on the internet.
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Strand Networks and the Internet

Topic Networking

COMPUTER SCIENCE PRACTICES

Practice 2. Collaborating Around Computing
1. Cultivate working relationships with individuals possessing diverse perspectives, skills, and
personalities.

Practice 4. Developing and Using Abstractions
4. Model phenomena and processes and simulate systems to understand and evaluate potential
outcomes.

Practice 5. Creating Computational Artifacts:
1. Plan the development of a computational artifact using an iterative process that includes reflection
on and modification of the plan, taking into account key features, time and resource constraints, and
user expectations.
2. Create a computational artifact for practical intent, personal expression, or to address a societal
issue.
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Strand Networks and the Internet

Topic Networking

NI.N.8.b Model protocaols (i.e., rules)
and explain why they are used to
transmit data across networks and
the internet.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students developed a basic understanding of how devices and protocols are used in
networking. By the end of 8th grade, students can identify a wide range of protocols and how they are
utilized to transfer data across the internet. In future grades, students will understand a wider range of
networking methodologies.

IMPORTANT CONCEPTS

e Protocols are used for websites, including http and https (usage not mechanics)
e Protocols are used for email, including POP3 and IMAP (usage not mechanics)
e Introduce additional protocols, such as TCP/IP (usage not mechanics)

KEY SKILL/PROCEDURES

e Demonstrate how data is transmitted across networks
e lllustrate how data is transmitted

Content Elaborations
CLARIFICATIONS

At this level, students need to know protocols are used for internet communication on many levels. There
are layers of protocols in place to transmit information across the internet.

CONTENT FOCUS

Students will understand that protocols are used and are necessary for communication across the
internet.

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
4. Model phenomena and processes and simulate systems to understand and evaluate potential
outcomes.
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Strand Networks and the Internet

Topic Networking

NI.N.8.c Explain how a system
responds when information is lost to
understand the effect it has on the
transferred information.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students developed a basic understanding of how devices and protocols are used in
networking. By the end of 8th grade, students understand that information that is lost via transmission will
be re-transmitted. In future grades, students will learn about retransmission algorithms.

IMPORTANT CONCEPTS

¢ Understand how information is broken into packets
o Lost packets will be re-transmitted
¢ The result of missing packets can mean loss of quality or missing information

KEY SKILL/PROCEDURES

e Utilize a working model to simulate missing packets

Content Elaborations
CLARIFICATIONS

Students will utilize a working model of basic components (e.g., computer, router, server) to model how
protocols are used to transmit information across the internet.

CONTENT FOCUS

Students will understand that hardware combined with specific software protocols work together to get
data from one location to another location on the internet.

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
4. Model phenomena and processes and simulate systems to understand and evaluate potential
outcomes.

Practice 5. Creating Computational Artifacts
3. Modify an existing artifact to improve or customize it.
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Strand Networks and the Internet

Topic Cybersecurity

NI.C.8.a Explain how physical and Expectations for Learning
digital security measures are used to
protect electronic information. LEARNING PROGRESSION

In previous grades, students developed an understanding that encryption is one way to secure
information. By the end of 8th grade, students understand physical measures to protect devices and
software measures to protect electronic information. In future grades, students will learn different security
measures to protect information.

IMPORTANT CONCEPTS

e Be able to safeguard physical devices from theft
e Differentiate between physical and digital locks
e Password protect all devices

KEY SKILL/PROCEDURES

o Define physical locks (e.g., a locked room or car)
o Define software digital locks (e.g., Encryption is a software digital lock)

Content Elaborations
CLARIFICATIONS

In this grade, students will understand that physical locks, such as a locked car, can protect electronic
information in combination with digital locks, such as encryption.

CONTENT FOCUS

Students will understand physical locks and digital locks can be used to protect devices and electronic
information.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating about Computing
2. Describe, justify, and document computational processes and solutions using appropriate
terminology consistent with the intended audience and purpose.
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Strand Networks and the Internet

Topic Cybersecurity

NI.C.8.b Compare and contrast the Expectations for Learning

effects of different types of malware
to determine strategies for how to LEARNING PROGRESSION

protect devices. In previous grades, students developed an understanding that encryption is one way used to secure
information. By the end of 8th grade, students understand general practices used to identify malware
infections. Students can describe how malware can affect information. In future grades, students will learn
about removal strategies for malware.

IMPORTANT CONCEPTS

e Follow best practices to password protect all devices
e |tis best to use biometrics, when available
e Recognize the symptoms of a malware infection

KEY SKILL/PROCEDURES

¢ Identify behaviors of malware to determine a possible infection
o Develop strategies for how to protect devices

Content Elaborations
CLARIFICATIONS

Students can identify that malware behaviors, such as reduced speed and pages that will not load, are
evidence of infection. Students will understand protection strategies including anti-malware software,
regular software updates and common sense (i.e., practice skeptical computing).

CONTENT FOCUS

Students will be able to recognize common behaviors of malware to determine a possible infection on
their computer. Students will develop strategies for how to protect devices.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating about Computing
2. Describe, justify, and document computational processes and solutions using appropriate
terminology consistent with the intended audience and purpose.
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Strand Data and Analysis

Topic Data Collection and Storage

DA.DCS.8.a Interpret digital data
collection tools to manage
information effectively.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students worked with data tools and differentiated the appropriate uses of the tools.
By the end of 8th grade, students are consistently able to choose and use an appropriate data tool for any
given set of data. In future grades, students will be able to understand the benefits of different data
collection tools and pick the appropriate one to use for a problem.

IMPORTANT CONCEPTS
e Choose data collection tools for various activities
KEY SKILL/PROCEDURES

e Justify the choice of data collection tool when given a data set

Content Elaborations
CLARIFICATIONS

Students need to be able to choose the correct data collection tool given certain parameters. Students
can experience collection of data either individually or collaboratively with at least two types of data sets
(e.g., an opinion survey, age survey or height survey).

CONTENT FOCUS

Students can identify types of data that are more difficult to collect than others. For example, emotions
must be subjectively evaluated on an individual basis and are thus difficult to measure across a
population. Access to tools may be limited by factors including cost, training, and availability. (K-12
Computer Science Framework, 2016)

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
1. Extract common features from a set of interrelated processes or complex phenomena.

Practice 5. Creating Computational Artifacts

(Content Statement aligns to Core Practice rather than specific Practice Statements.)
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Strand Data and Analysis

Topic Data Collection and Storage

DA.DCS.8.b Identify data storage
systems to define how data is stored
and accessed.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students learned to identify different file types, including video and image. By the end
of grade 8, students are able to choose and use an appropriate data tool for any given set of data.
Students should be able to explain and utilize different types of file formats. Students understand that files
are stored in a root directory on the hard drive or on a network server (in the cloud) with folders and
subfolders and be able to appropriately share files. In future grades, students will use data analysis tools.

IMPORTANT CONCEPTS

e Data collection tools can be used to find accurate data to be analyzed

o Data analysis tools are used to interpret and investigate the data

e There are different ways to represent data in a computer system that have varying costs and
benefits

KEY SKILL/PROCEDURES

¢ Use data analysis tools to organize data and identify trends, patterns and outliers
e Select an appropriate data collection tool
e Explain how data is stored on different computer systems

Content Elaborations
CLARIFICATIONS

Students are able to collect data using:
Spreadsheets

qualitative surveys

guantitative surveys
experimental data

CONTENT FOCUS

Students should be able to extract, sort, and filter data into a data storage tool like a spreadsheet,
database, or XML file, and using tools to find useful information from the data.
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Strand Data and Analysis

Topic Data Collection and Storage

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
1. Extract common features from a set of interrelated processes or complex phenomena.

Practice 7. Communicating About Computing
1. Select, organize, and interpret large data sets from multiple sources to support a claim.
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Strand Data and Analysis

Topic Data Collection and Storage

DA.DCS.8.c Create a logical file Expectations for Learning
structure to organize data in different

storage systems to support individual | LEARNING PROGRESSION

and collaborative work. In previous grades, students had experience with organizing files in folders and subfolders. By the end of
8th grade, students understand that files are stored in a root directory on the hard drive or in the cloud
with folders and subfolders and be able to appropriately share files. In future grades, students will be able
to apply these concepts.

IMPORTANT CONCEPTS
¢ Organize data in a format that is logical to the student's needs
KEY SKILL/PROCEDURES

e Create folders and subfolders on the hard drive or the cloud

Content Elaborations

CLARIFICATIONS

Students are to create a file system of at least two levels.

CONTENT FOCUS

Students should be able to recognize the structure of directories and pathname of file.
COMPUTER SCIENCE PRACTICES

Practice 5. Creating Computational Artifacts

(Content Statement aligns to Core Practice rather than specific Practice Statements.)
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Strand Data and Analysis

Topic Visualization and Communication

DA.VC.8.a Evaluate data to
construct a model or representation.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had experience reading and identifying relationships between two models.
By the end of 8th grade, students are able to take raw data and make a model from that data. Students
are then able to analyze the data in their model to determine patterns. Data visualization includes visual,
auditory, tactile, oral, and other sensory representations. In future grades, students will create data
visualization artifacts using multiple data sources in order to analyze and answer real-world questions.

IMPORTANT CONCEPTS

e Models are created from a collection of raw data (e.g., survey results that have not been
previously organized into any type of chart or graph)
¢ Analyze a model and determine patterns from raw data

KEY SKILL/PROCEDURES

e Create a variety of types of graphs and find patterns

Content Elaborations
CLARIFICATIONS

Given a set of data, students will select an appropriate type of data model, model the data, read and
analyze the model and describe patterns noticed.

CONTENT FOCUS

Students will be able to make data models from different types of graphs. Data models may include
line/bar/circle/pictographs, box-and-whisker plots, maps, hierarchical, or relational models.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating about Computing
1. Select, organize, and interpret large data sets from multiple sources to support a claim.

Practice 5. Creating Computational Artifacts.
2. Create a computational artifact for practical intent, personal expression, or to address a societal
issue.
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Strand Data and Analysis

Topic Visualization and Communication

DA.VC.8.b Create a spreadsheet
utilizing formulas, functions and
graphs to represent and analyze
data.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students used formulas and functions (canned formulas) in a spreadsheet. By the
end of 8th grade, students are able to use functions and formulas and/to create graphs from a
spreadsheet that represent collections of data. In future grades, students will evaluate the ability of data
visualization artifacts to identify key features and relations by using scientific inquiry, practice and
applications.

IMPORTANT CONCEPTS
e Formulas and functions are necessary to create a visual representation of a collection of data
KEY SKILL/PROCEDURES

o Create a representation (charts, graphs) of a collection of data in order to draw conclusions

Content Elaborations
CLARIFICATIONS

Students will use formulas and functions in a spreadsheet with self-collected data in order to analyze and
present results and conclusions.

CONTENT FOCUS

Students will be able to explore (research and collect) data and utilize formulas and functions to visualize
results and draw conclusions.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating about Computing
1. Select, organize, and interpret large data sets from multiple sources to support a claim.
2. Describe, justify, and document computational processes and solutions using appropriate
terminology consistent with the intended audience and purpose.

Practice 5. Creating Computational Artifacts.
2. Create a computational artifact for practical intent, personal expression, or to address a societal
issue.
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Strand Data and Analysis

Topic Inference and Modeling

DA.IM.8.a Create and analyze
models and simulations to accurately
hypothesize a real-world situation.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students should have had experience analyzing data models (e.g., charts, graphs). By
the end of 8th grade, students are able to provide evidence to support or refute a hypothesis (prediction)
about a self-generated collection of data. In future grades, students will construct a model using collected
data, create a hypothesis, test it, and refine it to discover connections and trends.

IMPORTANT CONCEPTS

e Develop a hypothesis for a problem and then determine if the data collected around the problem
supports the hypothesis

KEY SKILL/PROCEDURES

e Given a problem statement, create a hypothesis (prediction), collect data (e.g., survey results),
interpret data trends, compare trends to the hypothesis and analyze data trends
e Compare related data sets

Content Elaborations

CLARIFICATIONS

Students will create a problem statement and hypothesis, collect data, organize and analyze the results
using an electronic tool, identify the trends to support or disprove the hypothesis.

CONTENT FOCUS

Students will construct a problem statement and understand what type of data would be appropriate to
help analyze their problem. They should then be able to complete the processes necessary to support or
disclaim a hypothesis.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating about Computing
1. Select, organize, and interpret large data sets from multiple sources to support a claim.
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Strand Algorithmic Thinking and Programming

Topic Algorithms

ATP.A.8.a Create multiple
pseudocode to solve a multi-step
process and justify the most efficient
solution.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students should have developed a basic understanding of what goes into an algorithm
and know how to write pseudocode. As students create multiple solutions to a problem, they must be
able to analyze various solutions and determine the most efficient. At the end of 8th grade, students
should be able to identify the parts of a program's pseudocode (input, output, decisions). In future grades,
students will learn how to break a problem into steps, and then in addition to just pseudocode be able to
represent the algorithm using process and data flow diagrams. Students will be able to explain the steps
of the problem and be able to communicate why they broke the problem down the way they did. Finally,
they will be able to implement their created algorithm in an appropriate programming language and
optimize it using best practices.

IMPORTANT CONCEPTS

¢ Understand the flow of a program
o Compare different sets of pseudocode and determine the most efficient solution

KEY SKILL/PROCEDURES

e Identify the inputs, outputs, processes and decisions
e Use proper symbols to create flow charts to represent pseudocode

Content Elaborations
CLARIFICATIONS

Student should be able to write more than one pseudocode solution for the same problem (e.g., two
different sets of directions between two locations). Then, they should be able to analyze each proposed
solution and list the pros and cons of each.
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Strand

Topic

Algorithmic Thinking and Programming

Algorithms

CONTENT FOCUS

Student should be able to identify the inputs, outputs, and decision steps within the algorithms they create
in pseudocode. Student should be able to create a flow chart representation for each of their pseudocode
solutions, using proper symbols for inputs, outputs, and decisions.

COMPUTER SCIENCE PRACTICES

Practice 6. Testing and Refining Computational Artifacts
1. Systematically test computational artifacts by considering all scenarios and using test cases.

Practice 3. Recognizing and Defining Computational Problems
2. Decompose complex real-world problems into manageable subproblems that could integrate
existing solutions or procedures.

Practice 4. Developing and Using Abstractions
4. Model phenomena and processes and simulate systems to understand and evaluate potential
outcomes.

Practice 5. Creating Computational Artifacts
3. Modify an existing artifact to improve or customize it.

Ohio

Department
of Education




OHIO’S MODEL CURRICULUM | Computer Science | ADOPTED 2018

Strand Algorithmic Thinking and Programming

Topic Variables and Data Representation

ATP.VDR.8.a Analyze test cases
and determine the range of valid
solutions.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students developed an understanding of what it means to vary (opposed to being
constant) and that this abstract value is expressed with an alphanumeric representation. By the end of 8th
grade, students understand how to use variables and analyze test cases. In future grades, students will
be able to understand that variables have different storage requirements and restrictions and be able to
choose the correct one to use for a task. Students will also use parameters to pass variable information
into methods and return values to get information out of a method. Students will also learn about scope
or when the program is able to access or change a variable.

IMPORTANT CONCEPTS

¢ Identify top/low range of values that will successfully run a solution
¢ Identify out of bound values

KEY SKILL/PROCEDURES

e Test values in and out of the range of data
e Test value upper, middle and lower range of the data
e Testinvalid input (e.g., negative numbers, zero, etc.)

Content Elaborations
CLARIFICATIONS

Students will deepen their understanding of variables, including when and how to declare and hame new
variables. A variable is like a container with a name, in which the contents may change, but the name
(identifier) does not. The identifier makes keeping track of the data that is stored easier, especially if the
data changes. Naming conventions for identifiers, and thoughtful choices of identifiers, improve program
readability. (K-12 Computer Science Framework, 2016)

Department
of Education

Ohio




OHIO’S MODEL CURRICULUM | Computer Science | ADOPTED 2018

Strand

Topic

Algorithmic Thinking and Programming

Variables and Data Representation

CONTENT FOCUS

Students will be able to identify variables and choose appropriate test values for each variable. Students
will be able to identify "good" vs. "bad" input values for variables by tracking results on an input/output
chart while running test cases. Students will learn to test for cases of invalid input (e.g., values that result
in division by zero, square root of a negative value, variable that is blank vs. zero, etc.)

COMPUTER SCIENCE PRACTICES

Practice 6. Testing and Refining Computational Artifacts
1. Systematically test computational artifacts by considering all scenarios and using test cases.

Practice 4. Developing and Using Abstractions
4. Model phenomena and processes and simulate systems to understand and evaluate potential
outcomes.
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Strand Algorithmic Thinking and Programming

Topic Variables and Data Representation

ATP.VDR.8.b Use a data structure
to represent a collection.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students created, used and traced variables. By the end of 8th grade, students are
able to identify a collection of information that can be represented by a single identifier (data structure). In
future grades, students will understand that variables have different storage requirements and restrictions
and are able to choose the correct one to use for a task. Students will use parameters to pass variable
information into methods and return values to get information out of a method. Students will understand
scope, or when the program is able to access or change a variable.

IMPORTANT CONCEPTS
e Create a variable that holds a collection of related values
KEY SKILL/PROCEDURES

¢ Identify a list of related values that can be categorized and assigned to a variable

Content Elaborations
CLARIFICATIONS

Using a single variable name, students will be able to create a list of colors where each color has its own
defining value(s).

CONTENT FOCUS

Students will understand that one identifier is able to "contain" a list of information. Students will have
experience with using a built-in data structure provided by the software.

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
1. Extract common features from a set of interrelated processes or complex phenomena.
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Strand Algorithmic Thinking and Programming

Topic Control Structures

ATP.CS.8.a Use and apply decisions
and loops in a program to solve a
problem.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students developed an understanding of variables and how to use a simple
conditional and loop (not compound or nested). By the end of 8th grade, students understand and
incorporate proper processes, loops and conditionals in programs to solve problems. In future grades,
students will understand that variables have different storage requirements and restrictions and are able
to choose the correct one to use for a task. Students will use parameters to pass variable information into
methods and return values to get information out of a method. Students will be introduced to scope and
how a program is able to access or change a variable.

IMPORTANT CONCEPTS

e Utilize and apply the decision structures properly in an algorithm
e Utilize and apply the loop structures properly in an algorithm
e Utilize and apply nested structures within an algorithm

KEY SKILL/PROCEDURES

o Properly use If-then, if-then-else, and if-then-else if statements
o Properly use Pre-test (do-while), post-test (while) and definite loop (for, for next)

Content Elaborations
CLARIFICATIONS

Conditional statements can have varying levels of complexity, including compound and nested
conditionals. Compound conditionals combine two or more conditions in a logical relationship, and nesting
conditionals within one another allows the result of one conditional to lead to another being evaluated. An
example of a nested conditional structure is deciding what to do based on the weather outside. If it is
sunny outside, | will further decide if | want to ride my bike or go running, but if it is not sunny outside, |
will decide whether to read a book or watch TV. Different types of control structures can be combined with
one another, such as loops and conditionals. Different types of programming languages implement
control structures in different ways. For example, functional programming languages implement repetition
using recursive function calls instead of loops. At this level, understanding implementation in multiple
languages is not essential.
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Strand

Topic

Algorithmic Thinking and Programming

Control Structures

CONTENT FOCUS

Students will be able to create compound conditional statements such as the one described by first
choosing the weather: if sunny then will you go running or biking, else if rainy will you read or watch TV.
Then, the student should include nesting conditions and looping (e.g., Input an integer and if it is even,
print a row of "E"s; if it is odd, print a column of "0"s.)

COMPUTER SCIENCE PRACTICES

Practice 5. Creating Computational Artifacts
1. Plan the development of a computational artifact using an iterative process that includes reflection
on and modification of the plan, taking into account key features, time and resource constraints, and
user expectations.

Practice 3. Recognizing and Defining Computational Problems
1. Identify complex, interdisciplinary, real-world problems that can be solved computationally.
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Strand Algorithmic Thinking and Programming

Topic Modularity

ATP.M.8.a Decompose problems
and subproblems into parts to
facilitate the design, implementation
and review of complex programs.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had experience decomposing an event, experience or problem. For
example, in order to create a mural or draw a scene, several "parts" must be chosen first (the
background, the characters placed, the action programmed). By the end of 8th grade, students are able to
identify and utilize the procedures/modules within a set of instructions or code. Students should also be
able to reuse the modules in new problem sets or coding and pull out the modules for testing. In future
grades, student will continue to apply this concept.

IMPORTANT CONCEPTS

¢ Identify smaller components of an algorithm

¢ Identify a set of steps of an algorithm's component that produces a result

e Smaller components of a program (modules) can be reused in new problem situations
e Isolate procedures (modules) for testing

KEY SKILL/PROCEDURES

Group and organize steps that work together to produce a result

When provided with an end result, identify the steps that were used.

Reuse the identified module/procedure (organized set of steps) in a new problem situation
Identify a module and test it

Content Elaborations
CLARIFICATIONS

A procedure is a module (a group of instructions within a program) that performs a particular task.
Procedures are invoked to repeat groups of instructions. For example, a procedure, such as one to draw
a circle, involves many instructions, but all of them can be invoked with one instruction, such as draw a
circle. Procedures that are defined with parameters are generalizable to many situations and will produce
different outputs based on a wide range of inputs (arguments). (K-12 Computer Science Framework,
2016)
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Strand

Topic

Algorithmic Thinking and Programming

Modularity

CONTENT FOCUS

Students will be able to organize code, hide details and increase reusability. Additionally, procedures
increase efficiency and accuracy when testing and debugging.

COMPUTER SCIENCE PRACTICES

Practice 3. Recognizing and Defining Computational Problems
2. Decompose complex real-world problems into manageable subproblems that could integrate
existing solutions or procedures.
3. Evaluate whether it is appropriate and feasible to solve a problem computationally.

Practice 4. Developing and Using Abstractions
1. Extract common features from a set of interrelated processes or complex phenomena
2. Evaluate existing technological functionalities and incorporate them into new designs.
3. Create modules and develop points of interaction that can apply to multiple situations and reduce
complexity.

Practice 6. Testing and Refining Computational Artifacts
3. Evaluate and refine a computational artifact multiple times to enhance its performance, reliability,
usability, and accessibility.
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Strand Algorithmic Thinking and Programming

Topic Program Development

ATP.PD.8.a Write code that utilizes
algorithms, variables and control
structures to solve problems or as a
creative expression.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students learned how to create a program through block-based and transitional

programming. By the end of 8th grade, students are able to design and create their own transitional
languages. In future grades, students will learn how software development progresses through a life
cycle.

IMPORTANT CONCEPTS
e Write code to solve a problem using a text-based programming language
KEY SKILL/PROCEDURES

o Use text-based code that includes operations, variable definitions and control structures to solve
problems

Content Elaborations
CLARIFICATIONS

Students will write code using a transitional (for students coming from block-based coding or from no
experience in any language) text-based programming language. Students will be using operators (add,
subtract, multiply, divide), variable definitions, and control structures (for, while, do, if/then/else) in their
code in order to solve a problem or create a graphic.

CONTENT FOCUS

Students should be able to define variables, implement control structures (loops, if/then/else) and use
procedures containing variables.
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Strand Algorithmic Thinking and Programming

Topic Program Development

COMPUTER SCIENCE PRACTICES

Practice 3. Recognizing and Defining Computational Problems
1. Identify complex, interdisciplinary, real-world problems that can be solved computationally.

Practice 5. Creating Computational Artifacts
1. Plan the development of a computational artifact using an iterative process that includes reflection
on and modification of the plan, taking into account key features, time and resource constraints, and
user expectations.
2. Create a computational artifact for practical intent, personal expression, or to address a societal
issue.
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Strand Algorithmic Thinking and Programming

Topic Program Development

ATP.PD.8.b Systematically test and
refine programs using a range of test
cases.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had experience programming in a transitional programming language. They
also had some exposure to finding and correcting errors in a transitional programming language. By the
end of 8th grade, students continue to use a transitional programming language and increase the
complexity of the code (e.g., nesting conditionals) which will increase the complexity of debugging.
Students should be able to identify errors (run-time and logical), modify and test code in order to make the
program robust. In future grades, students will use the software development life cycle to refine their
programs.

IMPORTANT CONCEPTS

Compile code to successfully run programming code and produce the expected result
Test a variety of solutions within the programming solution

Identify and fix errors within the program

Understand the meaning of a robust program

KEY SKILL/PROCEDURES

Use troubleshooting techniques to debug the code
Debug code

Differentiate between logical and run-time errors
Write robust code

Content Elaborations
CLARIFICATIONS

Students need to understand that errors often occur when writing code. Introduce the concept of a robust
program. Students need to understand that just because their code did not "crash" and output was
produced, there still may be errors in the code, especially if the output is incorrect. Many transitional
programming languages have built-in features to help students identify (troubleshoot) and correct run-time
errors (debug), but finding the logical errors will take more investigation.
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Strand

Topic

Algorithmic Thinking and Programming

Program Development

CONTENT FOCUS

Students will produce robust code by differentiating between run-time (when a program crashes) and
logical (when the results are incorrect) errors and then, independently, correcting those errors. Students
will create robust code by experiencing and differentiating between two types of errors: runtime (this
happens when the program "crashes") and logical (the happens when the program is successfully
executed, but the results were incorrect).

COMPUTER SCIENCE PRACTICES

Practice 6. Testing and Refining Computational Artifacts
1. Systematically test computational artifacts by considering all scenarios and using test cases.
2. ldentify and fix errors using a systematic process.
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Strand Algorithmic Thinking and Programming

Topic Program Development

ATP.PD.8.c Use procedures that
utilize parameters to pass values.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had some experience using procedures with parameters in either block-
based or transitional programming languages. By the end of 8th grade, students are experienced using
multiple procedures that have one or more parameters in a transitional language. In future grades,
students will continue their investigation of procedures by passing multiple parameters and returning
values.

IMPORTANT CONCEPTS

e Identify and utilize multiple procedures and their parameters needed to solve a solution in a
transitional text-based programming language

KEY SKILL/PROCEDURES

e Implement multiple procedures and use appropriate values for the parameters

Content Elaborations
CLARIFICATIONS

Students will implement predefined procedures with parameters in text-based programming languages.
Students are not expected to write procedures with return types (methods, functions) from scratch; they
are expected to be able to implement them with various data types for the parameters.

CONTENT FOCUS

Students will understand how to implement predefined procedures (methods) with proper parameter
values in a text-based programming language.

COMPUTER SCIENCE PRACTICES

Practice 4. Developing and Using Abstractions
1. Extract common features from a set of interrelated processes or complex phenomena.
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Strand Impacts of Computing

Topic Culture

IC.Cu.8.a Compare current
technologies and how they affect the
current economy.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students should have become familiar with the history of computing and the ways in
which we currently communicate via technology. By the end of 8th grade, students develop an
understanding of the impact of computing on our country and the global economies. In the future,
students will analyze new technologies to predict realistic impacts on society.

IMPORTANT CONCEPTS

Identify how technology increases efficiency in the work force

Identify how technology contributes to automation/job loss

Technology can result in the need for refitting of the educational requirements for jobs
Technology improves communication and collaboration in the work force
Advancements in technology contribute to new and unknown careers

KEY SKILL/PROCEDURES
¢ Communicate via school technology with one's parents, class and teacher
e Explain the economic impact of the advancement of computing
Content Elaborations
CLARIFICATIONS

Globalization, coupled with the automation of the production of goods, allows access to labor that is less
expensive and creates jobs that can easily move across national boundaries. (K-12 Computer Science
Framework, 2016)

Students should explore the many pros and cons to this automation and globalization as it pertains to the
economy and job market. Students need to learn about the additional learning needed when a worker
changes jobs and the challenge of training young students for jobs that do not exist today.

CONTENT FOCUS

Students should consider a specific technology and its impact on the world. Students should discuss the
economic impacts of this piece of technology on families, communities, and the world.
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Strand Impacts of Computing

Topic Culture

COMPUTER SCIENCE PRACTICES
Practice 1. Fostering an Inclusive Computing Culture
(Content Statement aligns to Core Practice rather than specific Practice Statements.)
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Strand Impacts of Computing

Topic Culture

IC.Cu.8.b Propose potential
guidelines/standards/criteria to
positively impact bias and
accessibility in the design of future
technologies.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students need to have developed an understanding that computing has become a
global connection. By the end of 8th grade, students can identify technologies that have bias and
accessibility issues for many areas of the world and then propose potential guidelines/modifications that
would eliminate the bias and increase accessibility for all. In future grades, students will evaluate an
alternative solution where a current tool does not exist due to limited resources.

IMPORTANT CONCEPTS

e Computing makes all aspects of our lives more efficient. It gives us the opportunity to
communicate on a global scale

¢ Bias and accessibility within technology includes third world countries, equity, socio-economic
status, and persons with disabilities

KEY SKILL/PROCEDURES

e Explain that access is important for everyone regardless of their socio-economic status, disability
or geographic location

e Research the issue of bias and accessibility of computing, identify some of the technologies with
this issue and propose guidelines/modifications for improvements

Content Elaborations
CLARIFICATIONS

The educational system tries to level the computing access playing field for all students, when in reality,
not all students have the same opportunities or access once they leave the school setting. Helping
students become aware of the world in which they live will help foster citizenship and problem solving
(i.e., "thinking outside the box"). Students may experience and identify access limitations personally or
observe the bias against a family member or friend. This bias may exist due to disabilities or economic
status. This life experience may give them ideas for ways to improve the accessibility. Students also need
to identify the technology bias and accessibility issues that many people have globally.
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Strand Impacts of Computing

Topic Culture

CONTENT FOCUS

Students will determine technologies with bias in computing. Through research, students will identify the
bias, determine the appropriate technology or adaptation and propose guidelines/modifications for
improvements to positively impact bias and accessibility.

COMPUTER SCIENCE PRACTICES

Practice 1. Fostering an Inclusive Computing Culture
3. Employ self- and peer-advocacy to address bias in interactions, product design, and development
methods
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Strand Impacts of Computing

Topic Culture

IC.Cu.8.c Identify and explore
careers related to the field of
computer science.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had experience using technology on personal and/or school devices and had
several classroom conversations about computer science employment opportunities. At the end of 8th
grade, students understand that there are many different people and jobs involved in creating the
technology that they utilize and this fact equates into numerous jobs in the computer science fields. In
future grades, students will evaluate how new technologies and professions will solve real-world
problems.

IMPORTANT CONCEPTS

e Itis necessary to stay up-to-date on future industry needs
e Computer science is more than writing code or building a piece of hardware
e The ever-evolving area of computing will create jobs that do not exist today

KEY SKILL/PROCEDURES

o Describe several different existing careers involving computer science and understand that there
will be positions in the future that have not yet been defined

Content Elaborations
CLARIFICATIONS

There are many careers under the umbrella of computer science, many of which do not involve coding
and building a piece of hardware. Students should be aware of the possibilities that exist today and
realize that there will be new jobs for them when they graduate that do not even exist today.

CONTENT FOCUS

The priority is that students need to understand that a computer science career is not just writing code,
but is an integral part of all industry and world culture.

COMPUTER SCIENCE PRACTICES
Practice 1. Fostering an Inclusive Computing Culture

(Content Statement aligns to Core Practice rather than specific Practice Statements.)
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Strand Impacts of Computing

Topic Culture

IC.Cu.8.d Explain how computing
impacts innovation in other fields.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had experience utilizing several different mediums of technology, such as
emalil, shared school documents, electronic grade books and research on the internet. By the end of 8th
grade, students should be able to identify both the positive and negative impact that computing has had in
other fields (e.g., robotics in manufacturing, virtual meetings, medical advances). In future grades,
students will evaluate how new technologies and professions will solve real-world problems.

IMPORTANT CONCEPTS

e The communication, computation, and connection opportunities provided by computing
technologies have provided a wave of innovation in other fields.

¢ Due to current data processing, networking, and computational abilities of computers, we are now
able to accomplish things that we had never dreamed possible

KEY SKILL/PROCEDURES

¢ Identify areas where the benefits of computing technology could be applied to other fields to make
one more efficient and/or successful

Content Elaborations
CLARIFICATIONS

The big idea here is that computing is applicable to a wide variety of fields. Students should be given the
opportunity to make connections between computing technologies and how they could impact and
continue to improve people's lives.

CONTENT FOCUS

Students should have the ability to identify current computing innovations and explore the relationship of
how those innovations both positively and negatively affect various careers and other fields of study.
Students should study how computing can relate to a variety of careers and explain the advantages and
disadvantages of current technologies.
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Strand Impacts of Computing

Topic Culture

COMPUTER SCIENCE PRACTICES

Practice 1. Fostering an Inclusive Computing Culture
1. Include the unique perspectives of others and reflect on one's own perspectives when designing and
developing computational products.
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Strand Impacts of Computing

Topic Social Interactions

IC.SI.8.a Evaluate the impacts of
electronic communication on
personal relationships to be able to
evaluate differences between face-
to-face and electronic
communication.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had continual conversations with teachers about proper use of electronic
devices whenever there was a lesson that involved use of a computing device. By the end of 8th grade,
students evaluate the pros and cons of face-to-face interactions versus electronic interactions (e.g.,
emails, phones, social media). In future grades, students will have a continual conversation on
interpersonal use of devices and this conversation will not be contained to this single strand.

IMPORTANT CONCEPTS

e Identify positive and negative impacts of devices and computing on the health and well-being of
businesses, economics, politics and cultural interactions

e Explain the advantages and disadvantages when comparing electronic meetings with face-to-face
meetings

e Provide examples of beneficial and harmful effects on persons through social media, phones and
other devices

KEY SKILL/PROCEDURES

e Differentiate between the harmful and beneficial effects of computing and devices globally and
locally on economics, businesses, politics and cultural differences

e Describe ways in which the internet globally impacts business, politics and economics

¢ Communicate the pros and cons of personal interaction with email, phones and social media

¢ Describe the advantages and disadvantages of electronic collaboration for interpersonal use

Content Elaborations
CLARIFICATIONS

Computing and devices have a significant impact on connecting with other people, sharing information
and expressing ideas. Student should discuss and investigate the pros and cons of electronic
communication (i.e., email, phone, social media) versus face-to-face meetings. This is not only
something that can be discussed at an interpersonal level, but also on the business side where
companies must weigh the expense of travel for meetings against the impersonal electronic meetings.
The interpersonal effects may be a good transition to an anti-bullying lesson/unit.
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Strand

Topic

Impacts of Computing

Social Interactions

CONTENT FOCUS

Students should be able to evaluate how the use of computing devices can contribute or be a detriment to
the economics, businesses, politics and cultural differences at the global and local levels.

Students also should be able to determine how social media and technological devices can contribute to
or have consequences in their daily lives.

Students should be able to distinguish the benefits and ramifications of face-to-face meetings and
electronic meetings.

COMPUTER SCIENCE PRACTICES

Practice 1. Fostering an Inclusive Computing Culture
1. Include the unigue perspectives of others and reflect on one's own perspectives when designing
and developing computational products.
2. Address the needs of diverse end users during the design process to produce artifacts with broad
accessibility and usability.

Practice 7. Communicating About Computing
2. Describe, justify, and document computational processes and solutions using appropriate
terminology consistent with the intended audience and purpose.
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Strand Impacts of Computing

Topic Safety, Law and Ethics

IC.SLE.8.a Explain user privacy
concerns related to the collection
and generation of data that may not
be evident through automated
processes.

IC.SLE.8.b Describe the social and
economic implications of privacy in
the context of safety, law or ethics to
be global digital citizens.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students should have had experience with devices at school and had lessons/teacher
conversations about information sharing. By the end of 8th grade, students understand and are able to
explain the difference between public and personal information, the necessity of not sharing personal
information and the implications of misinformation. In future grades, students should be able to apply
these concepts and continually investigate security concerns and legal rights.

IMPORTANT CONCEPTS

e |dentify what is considered to be personal information (e.g., address, phone number, birthdate,
social security number, financial information)

o Be familiar with some of the "attacks" made by third parties trying to misuse private information

e Identify the consequences of providing misinformation

e Review cases where auto-generated information gathering programs put the public users at risk
and misused their personal data

KEY SKILL/PROCEDURES

o Differentiate between personal and public information and make decisions about which items can
be safely shared within social media

Recognize third party attempts of retrieving personal information (e.g., emails, phishing)
Communicate the contents of one's digital footprint

Recognize unsafe auto-generated data collection tools

Communicate the implications of providing false or misinformation with devices

Content Elaborations
CLARIFICATIONS

Social engineering is based on tricking people into breaking security procedures and can be thwarted by
being aware of various kinds of attacks, such as emails with false information and phishing. Security
attacks often start with personal information that is publicly available online. All users should be aware of
the personal information, especially financial information, that is stored on the websites they use.
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Strand

Topic

Impacts of Computing

Safety, Law and Ethics

Protecting personal online information requires authentication measures that can often make it harder for
authorized users to access information. (K-12 Computer Science Framework, 2016)

CONTENT FOCUS

Students will be able to identify and understand what information is considered to be personal (e.g.,
address, phone number, birthdate, social security number, financial information) vs. public. It is vital that
students understand what information should be kept private and secure to protect themselves. Teachers
need to reinforce that decisions made regarding their personal information will become a "digital footprint”
and be at risk for "attacks" made by third parties trying to misuse private information. Students will also be
able to understand how the release or sharing of personal information publicly can harm their livelihood or
others. Additionally, students will learn of the long-term impact social media and auto-generated data
collection tools will have on their lives because they gather and store personal information.

COMPUTER SCIENCE PRACTICES
Practice 1. Fostering an Inclusive Computing Culture
(Content Statement aligns to Core Practice rather than specific Practice Statements.)

Practice 7. Communicating About Computing
2. Describe, justify, and document computational processes and solutions using appropriate
terminology consistent with the intended audience and purpose.
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Strand Impacts of Computing

Topic Safety, Law and Ethics

IC.SLE.8.c Identify ethical and legal
security measures used to protect
electronic information.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students explored and identified some of the positive and negative effects
technological communication has had in the business world, including the entertainment business. By the
end of 8th grade, students are able to identify ways in which computing has made the demand for
increased security and information protection necessary in the business world. In future grades, students
will investigate security concerns, such as data breaches, privacy policies and intellectual property laws.

IMPORTANT CONCEPTS

e Be able to identify the moral and basic legal issues facing business, such as the storage of patient
information by hospitals, universities and medical offices

KEY SKILL/PROCEDURES

e Explain that businesses must protect patient/client privacy and confidential information
e Explain that businesses must assure the security of patient/client information

Content Elaborations
CLARIFICATIONS

Confidential information is at risk more today than ever. Students need to have a basic understanding

that they should give out their personal information to only those businesses approved by their parents.
They should understand that businesses are under moral and ethical obligations to keep their sensitive
data secure.

CONTENT FOCUS

Students should focus on issues that have occurred dealing with data breaches exposing personal
information and the responsibilities businesses have to protect data.

COMPUTER SCIENCE PRACTICES

Practice 1. Fostering an Inclusive Computing Culture
1. Include the unique perspectives of others and reflect on one's own perspectives when designing
and developing computational products.
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Strand Impacts of Computing

Topic Safety, Law and Ethics

IC.SLE.8.d Provide appropriate
credit when using resources or
artifacts that are not our own.

Expectations for Learning
LEARNING PROGRESSION

In previous grades, students had some experience creating original work that may include code, text,
video or graphics and had discussions on citing/providing credit to any sources that are copied/inserted
into their work. By the end of 8th grade, students should continue providing credit for all sources. In
future grades, students should continue providing credit for all sources.

IMPORTANT CONCEPTS

e Plagiarism/cheating is when you represent someone else's work as your own

e In creating a computational artifact, students can create their own original work, including video,
music, text, images, graphs and program code

¢ When using external work to integrate into a computational artifact, one must acknowledge,
attribute and/or cite sources and include a bibliography with their submission. External work that
should be acknowledged includes video, music, text, images, graphs and programmed code that
are used in the creation of computational artifacts

KEY SKILL/PROCEDURES

e Provide proper credit for items inserted into their work; the credit may be MLA, APA citations or
some other accepted format.

¢ Provide credit to not only textbooks, scientific reports and websites but also to appropriate persons
in a collaboration effort

Content Elaborations
CLARIFICATIONS

Ethical complications arise from the opportunities provided by computing. The ease of sending and
receiving copies of media on the internet, such as video, photos and music, creates the opportunity for
unauthorized use, such as online piracy, and disregard of copyrights, such as lack of attribution. (CSTA
K-12 Computer Science Standards, 2017)

Student need to learn the importance of providing proper credit for all the sources, not only the electronic
sources but also those persons with whom they have worked.
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Strand Impacts of Computing

Topic Safety, Law and Ethics

CONTENT FOCUS

Students will be able to give appropriate credit for items, such as information, videos and pictures, that
they use in their work.

COMPUTER SCIENCE PRACTICES

Practice 7. Communicating About Computing
3. Articulate ideas responsibly by observing intellectual property rights and giving appropriate
attribution.
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