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Elluminate Etiquette

A Questions? Place them in the chat window on
the | eft for oThi s R

A Please conduct your participation in a
professional manner.

A A copy of the presentation will be provided for
download at the conclusion of the webinar.
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Today's Learning Objectives

Understand types of digital risks
Understand the digital environment
Understand effective intervention approaches

Understand where to access information and
educational supports

Do To o Ix
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Defining Cyber Safety

ldentity Theft,

Internet Safe PR
ty Fictitious Accounts

Spam, BotNets,
Worms,Phishing,

Spywareé. . Cyberbullymg

Stalking, GPS Tracking /
\ Cyber Predatorsl
Sexting Online Reputation
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How Connected Are We?

Source: http://ansonalex.com/infographics/how-reliant-are-people-on-electronic-
devices-infographic/
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I'VE GOT A FLRL DAY OF
STARING AT GLOWING
RECTANGLES AHEAD OF
MEI BETTER GET STARTED...

BOOT UP APPS BEFORE
GETTING OUT OF BED

BREAKING NEWS: BRIAN WILLIAMS TO
BE REPLACED BY I1BM'S WATSON AS
ANCHOR OF THE NBC NIGHTLY NEWS.

MORE PEOFPLE GET THEIR
NEWS FROM A COMPUTER
THAN A FAPER

2. Done




MY RESEARCH MAS LEAD ME TO BELIEVE EITHER A
HACKER OR A WITCTH IS TAMFPERING WITH MY OKCUFID
PROFIE. THERES JNUST NO OTHER EXPLANATION FOR

THE LACK OF REPLIES!

HELLO, JUNIOR?T ITS FATHER. | JUST
CALLED TO MAKE SURE YOU WERENT
TEXTING WHILE DRIVING. NO7 VERY

GOOPD. CARRY ON, SON.

YOUNG PEOFLE
HAVE TALKED
ON THE PHONE
WHILE DRIVING

HAVE TEXTED
ON THE PHONE
WHILE DRIVING

OF PEOPLE PO ONLINE
RESEARCH AS PART
OF THEIR JOB

! WONDER WHY ANGELICA
POESNT WANT TO SHARE
NOTES ON FACEBOOK?

OF STUDENTS TAKE

CLASS NOTES USING

COMPUTERS IS IT BECAUSE ALL OF MY
NOTES ARE THINLY
VENED THREATS
AGAINST HER

BOYFRIEND?

STUDENTS CYCLE THROUGH

65 WINDOWS

PER LECTURE, 2/3 OF WHICH
ARE ‘DISTRACTIVE"

:.  Done



YOU BETTER HIDE YOUR
KIDS, HIDE YOUR WIFE,
MHIDE EVERYTHING YOU
OWN BECAUSE | CAN
SEE YOU TMROUGH THIS
SCREEN..

{ - /1

0

OF WORKERS
WATCH NEWS
CUPS FROM WORK

i 50 o

WATCH FULL-
LENGTH

&

LIVE TWEETING MY
TRIPS TO THE BATH-
ROOM: #BEST #IDEA

40%“u§"'e phon

5% WATCH

MAYBE ANOTHER
TIME. I'M HANGING
OUT WITH SOMEONE
AT THE WATER
COOLER RIGHT NOW.

WANT TO HANG OUT
BY THE WATER
COOLER AFTER WORKT

2. Done
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I'M WATCHING HULU
ON MY TOF LAPTOF
AND THE NBA FINALS
ON TV, ALL WHILE

| HOLD EVERYTHING! A

} MERCHANT HAS JUST N
EMANED ME REGARDING ._,a—,\j’
AN INCREDIBLE DEAL ON T

N PHARMACEUTICALS!

OF TV VIEWERS
USE A COMPUTER
AT THE SAME TIME

NO WOMAN COND
EVER TREAT ME LIKE
YOU DO, SMART-
FPHONE

OF PEOPLE HAVE USED AN ELECTRONIC DEVICE IN THE
HOUR BEFORE BED TIME A FEW NIGHTS A WEEK - AN
ACTIVITY THAT CAN DISTURB SLEEP CYCLES

OF YOUNG PEOPLE
SLEEP NEXT TO

THEIR CELL PHONES

WWLONLINESCHOOLS.ORG

HTTP://BLOG.NIELSEN.COM/NIELSENWIRE/ONLINE _MOBILE/THREE-SCREEN-REPORT-Q409/
HTTP://WWW-EDC.ENG.CAM.AC. UK/ AKMSI/PD_FINAL_REPORTS/SHORT_REPORT_FINAL_23.06.11.PDF
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Wh at do we mean b

OResearch studies hav

young people are at greater risk when using
digital technologies are those who are greater
risk in general. This is risk behavior that is nov
mani festing I n a new

Author, Nancy Willard

Source: Nancy Willard, http://embracingdigitalyouth.org ;‘g MikKe DEWINE



Wh at do we mean b

Types:
Aggression

larassment, Intimidation, Bullying (HIB
Abuse Sf%}
Exploitation

Unsafe Online Communities -{ /\

¢

Source: Nancy Willard, http://embracingdigitalyouth.org & MIKE DEWINE




Aggression

A Online fights
A Harassment
A Denigration
A Outing

A Trickery

A Exclusion

A Cyberstalking

Source: Nancy Willard, http://embracingdigitalyouth.org




Harassment, Intimidation, Bullying

A Posting information . Direct Threat
A Rumors . Direct or Indirect
A Sharing | Private Mess:
A Potentia . Threat of Harm to Se
A Potentia - Threat of Harm to Othe
A Joke . Posted to Person or Many
A Threat . To/From one or Many

Source: Adapted from http://embracingdigitalyouth.org
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Abuse

OAbusive and controlling
context of abusive pe
AExcessive, ongoing cont:r

(creepers, stalkers)

A Sexual harassment, including requests for nude ima
language

A Intrusion into private conversations
(known or unknown)

Source: Adapted from http://embracingdigitalyouth.or
P . e “ MIKE DEWINE
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Exploitation

oUse of digital technol ogi es
engage in non abusive, consensual sexwllyat ed 1| n

A Relationships based in fantasy can become abusive

A Coercive pressure to provide images (sexting)

A Distribution of images (or language) sent privately

A Grooming leading to face to face sexual interactions
(by teens, stranger, or acquaintance)

A Sex (human) trafficking

Source: Adapted from http://embracingdigitalyouth.or
P . e & MIKE DEWINE
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Unsafe Online Communities

Communities may support self harm, such as anorexia, self cut
or criminal activity (gangs, trafficking) or support hatred or
violence. These groups have common features:

A Provide emotional support for marginalized youth

A Adopt symbols or use online rituals to foster group identity
(whil e excluding those who

A Rationalization of self harm or other at risk behavior

Source: Adapted from http://embracingdigitalyouth.or
P . e & MIKE DEWINE
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What do we mean by
Digital Environment?

Concepts to remember when focusing on
Intervention:
Limited ability of adults to supervise

Permanence of digital material (forever)
Anonymity

Distribution
Change on Power Balance

Source: Adapted from http://embracingdigitalyouth.org
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Effective Intervention

3 Key Issues

1. No Evidenced Based Practices
2. Importance of Peers
3. Restorative Interventions

Source: Nancy Willard, http://embracingdigitalyouth.org f’:; MiIKE DEWINE



Effective Intervention

No Evidenced Based Practices
A Use what you already know
A Conduct needs assessment

A Assess effectiveness through
evaluation

Source: Nancy Willard, http://embracingdigitalyouth.org ;‘g MikKe DEWINE



Effective Intervention

Importance of Peers
A Focus on positive peer norms

A Provide support and follow up to
resolve situations

A Encouragement of peers to report

Source: Adapted from http://embracingdigitalyouth.org ;‘:; MikKe DEWINE



Effective Intervention

Restorative Interventions

A Emphasis on restoring
0 TJarget
0 Aggressor
0 School Climate / Environment
0 /ndividual, class, building

% MIKE DEWINE



Comprehensive Approach

Form a Multidisciplinary
(MDT) Team

(an indicator of good practice)

A Engage in MDT approach
/nvolving educartors,
educational tech stafr,
counselors/ socilal Workers,
law enforcement,
prosecutors, parents,
students

Source: Adapted from http://embracingdigitalyouth.org i“:’; MikKe DEWINE



Linking with Community Services Based on
ldentified Need

6 p.m.

Time
Of Noon
Day

Family &
Chil drenods |
Councils

Community

Staff : .
_ Service & Service
Governing Leaming
Authority 6a.m.
Schools/Districts July 1 February June 30  Libraries
Months Arts Nutrition
Health &. Human Councils Services
Services
Parent & Community/

% MIKE DEWINE
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Comprehensive Approach

Needs Assessment

A Conduct student, staff. parents survey
or focus groups to identily positive
norms and practices, negative
/ncidents and to provide insight into
underlying risk and protective factors

Source: Adapted from http://embracingdigitalyouth.org g MikKe DEWINE




Comprehensive Approach

Policy and Practice Review
A Review policies and practices
A

Develop protocol with input from MDT
regarading investigation and
Intervention for technology misuse
(Include face to face HIB)

Source: Adapted from http://embracingdigitalyouth.org ;‘:; MikKe DEWINE



Comprehensive Approach

Professional Development

Provide and attend —
ongoing training to Traw

develop and_ maintain Knowiedee
competence in the area “Sem\a‘ox\\
of cyber safety and mc\«‘oﬂ;zf
technology misuse. auired

Source: Adapted from http://embracingdigitalyouth.org ;‘:; MikKe DEWINE



Comprehensive Approach

Parent and Community Outreach

A Conduct parent and community
outreach through newsletters,
website, workshops, orientation,
parent conference nights to keep
iInformation about cyber safety in the
public eye and on the mind of parents.

Source: Adapted from http://embracingdigitalyouth.org i“:’; MikKe DEWINE



Cell Phone Education

A Educators set up a parent night that brings in .
the cell phone providers and they each get 10
minutes a piece explaining the safety and
security features of their plans so that parents
can make more informed choices.

% MIKE DEWINE



Encourage Parents

To simply activate parental controls
on all digital devices

Most ( 87%) parents know about parental controls
but only about 53% say they have used parental

controls on their chil d
(93%) say that they have set up some rules for
their child.

Source: http://www.fosi.org/press-releases-2011/69-press-releases-2011/901-
september-14-2011.htm|
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Verizon Parental Controls Center Verizon Safeguards

e HOERCERICE 5 Ways to Bring Rules Back After Summer

Your Family, Your
Call

Verizon helps you manage and
create the digital experience
that's just right for your family with
tools like Usage Controls, Family
Locator, and Content Filters.

Verizon Foundation partner Common Sense Media offers the
following tips about how to help get your family back on track
when it comes to setting some limits on technology use during
the school year. .. Read More ==

Fd
L

5 Ways to Bring Rules Homewodk Help Apps for  Setting Parental Controls

Badk After Summer Kids!

Jofl5 < Prev  Next &
o 4 Prev Il Next b L ] 4 Prev Il Next b

Free Verizon Parental Controls Tools Verizon Family Locator

Corporate Responsibility

WIRELESS CONTENT FILTERS

&

It's up to you to decide what content
wour children can access through
their Verizon Wireless devices.

|Dnne

Source: http://parentalcontrolcenter.com/

Order now!

Verizon Security & Safety

Verizon Foundation
Featured Family Initiative

wdigital_nation

Visit wwnw.pbs.orgifrontline/digitalnation gy

Latest Comments

© didnt get a cell phone until | was 16 and moved
to a different state (where... —

O | agree with both Robyn and Liz. They are a
fantastic device for children’s...

v ] l agree with Liz; that kids DO NOT NEED a cell
phone before age of 16;;;we all...

O Tami Erwin, Area President for Verizon Wirsless,
presented one of the two. ..

Parental Controls Education
Hopeltne

Boy Scout collected 150 cell phones for
HopeLine

Boy Scout Joe Granata from Cranston Troop
66... Read More

% MIKE DEWINE
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@. X—BO}( Free. XBOX LIVE

My Account Join Now Sign In

Xbox 360 + Accessories Kinect Xbox LIVE Games Community My Xbox Support _ Q

Home = Support = Xbox LIVE = How to = Xbox 360 console parental controls

Xbox 360 console parental controls
Last Modified 9/8/2011

The Xbox 360 console lets you customize and manage your family’s access to games, movies and @
television content. The Xbox 360 parental controls can be used to control the console itself and access to
¥box LIWE. Parental controls allow you control things such as

. Key Points
« Which games can be played Y
& Which movies and TV shows can be watched

s Console parental controls let you choose
e« How long each family member can use the console on a daily or weekly basis appropriate entertainment options for your
« Whether or not someone can access Xbox LIVE family
Show all

How do | turn on parental controls? Related Content
What can | control?

How do | change my pass code? = GetGamesmart.com
+ How do | set the Family Timer? = Online safety and privacy

+ Kinect privacy and online safety
Mote For information about controlling the ¥Xbox LIWVE experience, please see Online Safety and Privacy
To learn about ESRB Ratings and safe gaming tips, please see GetGameSmart.com

Top of Page

Provide feedback on this page...

==
|,;L| Done, but with errors on page. l_ l_ l_ @ l_ l_ | €8 nternst [ w100 -

Source: http://support.xbox.com/en-US/xbox-live/how-to/parental-control Ve MIKE DEINE
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Dansk

Deutsch

Espanol
Suomi
Francais
Italiano

A&

=of
Nederlands
Morsk Bokmal
Polski
Portugués (Brasil)
Portugués
Pyccxmi

Svenska
g Lk
-4 Lk

Related Articles

0%: Understanding multitasking
0%: Understanding Motifications

i25: Restoring a missing Camera or
safari application

iTunes Store: About In-App Purchases

0%: Troubleshooting FaceTime

iPhone iTunes

Support

10S: Understanding Restrictions

Last Modified: October 24, 2011
Article: HT4213

Summary

You can enable Restrictions, also known

arental Controls, on an iPhone, iPad, or iPod touc prevent access to

specific features. Learn more about the types of Kes - as how to enable or disable

Restrictions on your device.

Froducts Affected
iPhone, iPad, iPod touch

You can enable and adjust Restrictions or on your device to prevent access to specific features or content on the
device. Locate these settings by tapping Settings > General > Restrictions.

Using Restrictions

To Enable Restrictions, tap Enable Restrictions and enter a passcode. The passcode will be required to make

changes to these settings or to disable restrictions.
You can choose to restrict access to the following applications and features on the device:

m Safari

m YouTube

m Camera (also disables FaceTime)
m FaceTime

m Tunes

= Ping ﬂ

[T T (@ nternet
& MIKE DEWINE
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Comprehensive Approach

Student Education
A Stress students ability to keep safe
A Online reputation
A Respect others
A Promote safe and responsible use
A Strengthen effective skills

Source: Adapted from http://embracingdigitalyouth.org ;‘:; MikKe DEWINE



Investigation and Intervention

ASK:

A What is the harm to the person/
community?

A What needs to be done to repair?
A What needs to be done to restore?

Source: Adapted from http://embracingdigitalyouth.org ;‘:; MikKe DEWINE
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