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Elluminate Etiquette 

ÅQuestions? Place them in the chat window on 

the left for òThis Roomó. 

ÅPlease conduct your participation in a 

professional manner. 

ÅA copy of the presentation will be provided for 

download at the conclusion of the webinar. 



Today's Learning Objectives 

ÅUnderstand types of digital risks 

ÅUnderstand the digital environment 

ÅUnderstand effective intervention approaches 

ÅUnderstand where to access information and 

educational supports 

 



Defining Cyber Safety 

Internet Safety  

Spam, BotNets, 

Worms,Phishing, 

Spywareé.. 

Identity Theft, 

Fictitious Accounts 

Cyberbullying  

Stalking, GPS Tracking  

Sexting  

Cyber Predators  

Online Reputation 



How Connected Are We?  

Source: http://ansonalex.com/infographics/how-reliant-are-people-on-electronic-

devices-infographic/ 



How connected are we? 





40% use phones 

50% 



 



What do we mean by òDigital Riskó 

òResearch studies have demonstrated that the 

young people are at greater risk when using 

digital technologies are those who are greater 

risk in general. This is risk behavior that is now 

manifesting in a new environment.ó 

  Author, Nancy Willard 

Source: Nancy Willard, http://embracingdigitalyouth.org 



What do we mean by òDigital Riskó 

Types: 

Aggression 

Harassment, Intimidation, Bullying (HIB  

Abuse 

Exploitation 

Unsafe Online Communities 

 

Source: Nancy Willard, http://embracingdigitalyouth.org 



Aggression 

ÅOnline fights 

ÅHarassment 

ÅDenigration 

ÅOuting 

ÅTrickery 

ÅExclusion 

ÅCyberstalking 

 

Source: Nancy Willard, http://embracingdigitalyouth.org 



Harassment, Intimidation, Bullying 

ÅPosting information                   Direct Threat 

ÅRumors                                  Direct or Indirect 

ÅSharing                                       Private Message 

ÅPotential                          Threat of Harm to Self 

ÅPotential                      Threat of Harm to Other 

ÅJoke                       Posted to Person or Many 

ÅThreat                   To / From one or Many 

 
Source: Adapted from http://embracingdigitalyouth.org 



Abuse 

òAbusive and controlling use of digital technologies in the 

context of abusive personal relationshipsó 

ÅExcessive, ongoing controlling texts, imõs, calls, emails 

 (creepers, stalkers)  

ÅSexual harassment, including requests for nude images, 

language 

ÅIntrusion into private conversations 

    (known or unknown) 

 

 Source: Adapted from http://embracingdigitalyouth.org 



Exploitation 

òUse of digital technologies to form personal relationships and may 
engage in non abusive, consensual sexually-related interactions.ó 

  

ÅRelationships based in fantasy can become abusive 

ÅCoercive pressure to provide images (sexting) 

ÅDistribution of images (or language) sent privately 

ÅGrooming leading to face to face sexual interactions 

    (by teens, stranger, or acquaintance) 

ÅSex (human) trafficking 

 

     

 

 
Source: Adapted from http://embracingdigitalyouth.org 



Unsafe Online Communities 

Communities may support self harm, such as anorexia, self cutting 
or criminal activity (gangs, trafficking) or support hatred or 

violence. These groups have common features: 

  

 

ÅProvide emotional support for marginalized youth 

ÅAdopt symbols or use online rituals to foster group identity 

 (while excluding those who donõt conform) 

ÅRationalization of self harm or other at risk behavior 

 

     

 

 Source: Adapted from http://embracingdigitalyouth.org 



What do we mean by  

Digital Environment? 

Concepts to remember when focusing on 

intervention: 

Limited ability of adults to supervise 

Permanence of digital material (forever) 

Anonymity 

Distribution 

Change on Power Balance 

 
Source: Adapted from http://embracingdigitalyouth.org 



Effective Intervention 

3 Key Issues 

 

1. No Evidenced Based Practices 

2. Importance of Peers 

3. Restorative Interventions 

Source: Nancy Willard, http://embracingdigitalyouth.org 



Effective Intervention 

No Evidenced Based Practices 

Å Use what you already know 

Å Conduct needs assessment 

Å Assess effectiveness through 
evaluation 

Source: Nancy Willard, http://embracingdigitalyouth.org 



Effective Intervention 

Importance of Peers 

Å Focus on positive peer norms 

Å Provide support and follow up to 
resolve situations  

Å Encouragement of peers to report 

Source: Adapted from http://embracingdigitalyouth.org 



Effective Intervention 

Restorative Interventions 

Å Emphasis on restoring 

ð Target 

ð Aggressor 

ð School Climate / Environment 

ð Individual, class, building 



Comprehensive Approach 
Form a Multidisciplinary 

(MDT) Team  

(an indicator of  good practice) 
 

Å Engage in MDT approach 
involving educators, 
educational tech staff, 
counselors/ social workers, 
law enforcement, 
prosecutors, parents, 
students 

Source: Adapted from http://embracingdigitalyouth.org 



Noon 

6 a.m. 

6 p.m. 

Time 

of 

Day 

February June 30  July 1 

Months 

Linking with Community Services Based on 

Identified Need 

Health & Human 

Services 

Parent & 

Adult Ed Supplemental 

Services Parents/ 

Families 

Community/ 

Faith-based 

Organizations 

Arts 

Councils 

Nutrition 

Services 

Libraries 

Community  

Service & Service 

Learning 

Community 

Recreation 

Schools/Districts 

Governing 

Authority 

Staff 

Family & 

Childrenõs First 

Councils 



Comprehensive Approach 

Needs Assessment 

Å Conduct student, staff, parents survey 
or focus groups to identify positive 
norms and practices, negative 
incidents and to provide insight into 
underlying risk and protective factors 

Source: Adapted from http://embracingdigitalyouth.org 



Comprehensive Approach 

Policy and Practice Review 

Å Review policies and practices 

Å Develop protocol with input from MDT 
regarding investigation and 
intervention for technology misuse 
(include face to face HIB) 

Source: Adapted from http://embracingdigitalyouth.org 



Comprehensive Approach 

Professional Development 

 

Source: Adapted from http://embracingdigitalyouth.org 

Provide and attend 

ongoing training to 

develop and maintain 

competence in the area 

of cyber safety and 

technology misuse. 



Comprehensive Approach 

Parent and Community Outreach 

Å Conduct parent and community 

outreach through newsletters, 

website, workshops, orientation, 

parent conference nights to keep 

information about cyber safety in the 

public eye and on the mind of parents. 

Source: Adapted from http://embracingdigitalyouth.org 



Cell Phone Education 

ÅEducators set up a parent night that brings in all 

the cell phone providers and they each get 10 

minutes a piece explaining the safety and 

security features of their plans so that parents 

can make more informed choices. 



Encourage Parents 

To simply activate parental controls 

on all digital devices 

Most ( 87%) parents know about parental controls 

but only about 53% say they have used parental 

controls on their childrenôs devices. Most parents 

(93%) say that they have set up some rules for 

their child. 

Source: http://www.fosi.org/press-releases-2011/69-press-releases-2011/901-

september-14-2011.html 



 

Source: http://parentalcontrolcenter.com/ 



Source: http://support.xbox.com/en-US/xbox-live/how-to/parental-control 



 

Source: http://support.apple.com/kb/ht4213 



Comprehensive Approach 

Student Education 

Å Stress students ability to keep safe 

Å Online reputation 

Å Respect others 

Å Promote safe and responsible use 

Å Strengthen effective skills 

Source: Adapted from http://embracingdigitalyouth.org 



Investigation and Intervention 

ASK: 

 

Å What is the harm to the person/ 

community? 

Å What needs to be done to repair? 

Å What needs to be done to restore? 

Source: Adapted from http://embracingdigitalyouth.org 




