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Elluminate Etiquette

AQuestions? Place them in the chat windo
on the | eft for oT

APlease conduct your participation in a
professional manner.

AA copy of the presentation will be
provided for download at the conclusion
of the webinar.
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BRIEFING ROOM SERVICES CONSUMER ENFORCEMENT

Consumer = Cyber safety = Ohio cyber safety week

(OHIO'S CYBER SAFETY WEEK

This years Cyber Safety Week will be October 3-7, 2011.

Kids need support and guidance to use the Internet, online video games and cell phones safely and wisely. By
observing Ohio's Cyber Safety Week, you can help them make the most of technology and steer clear of the bad

guys.
How You Can Help

Share the resources in our Cyber Safety Toolkit within your community, including:

« Curriculum materials for middle school and high school teachers
« Model policies on technology use for schools
« Publications for use during Cyber Safety Week ar at any time

High schoaol video contest
Identity theft

Missing children
Semnices for schools

L .

Activities for Middle School Students on Cyber
Bullying and Sexting

Avoid Cyberbullying Bookmark for Students
Cyber Safety Brochure
Keep Kids Safe Online Bookmark for Parents

kids Safety Presentation for Elementary and
Middle School Students

Online Safety Bookmark for Teens
Social Media Identity Theft Fact Sheet

To place an order far any of these publications in
bulk call the Ohio Attorney General's Help Center
at (800) 282-0515.
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AdDi gi t a
ACurrent
Technology Us

A Benefits of
Technology

ATech Misuse &
Abuse

ATips
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The Digital Divide

This Is the gap
between the
technology we f
adults are familiajg
with and grew up
usi nge
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The Digital Divide

eéand t he
technology our
children are

currently using.

& MIKE DEWINE
OHIO ATTORNEY GENERAL



The Digital Divide

Growing faster than ever!

Rosen, Larry D., Mark L. Carrier, and Nancy A. Cheever. Rewired: Understanding the IGeneration and the PR
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What does this mean?

AParents must
work harder to
understand
technology

AAsk about the
tech capabillities
of devices you
bring Into home

% MIKE DEWINE



What does this mean?

AEducators must
work harder to
understand
technology

ALearn about the
tech capabilities of
devices your
students are using
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Current Technology Use

Where are we
spending our
time online?
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http://www.google.com/imgres?imgurl=http://www.visualphotos.com/photo/2x3562045/pre-teen_boy_playing_handheld_video_game_42-18335662.jpg&imgrefurl=http://www.visualphotos.com/image/2x3562045/pre-teen_boy_playing_handheld_video_game&usg=__bT22sPCWGlyUJdXoZTKeLKrBrs0=&h=487&w=700&sz=58&hl=en&start=27&zoom=1&itbs=1&tbnid=TA0LdD6-qizS6M:&tbnh=97&tbnw=140&prev=/images?q=kid+on+handheld+videogame&start=20&hl=en&sa=N&biw=1003&bih=594&ndsp=20&tbm=isch&ei=RIsgTsWEF8y_gQfLtqTkBQ

Top 10 Sectors by Share of U.S. Internet Time

Shareof Time | ShareofTime | % Changein

Rank | SubCategory June 2010 June 2009 Share of Time
1 | Social Networks 2.Th 15.8% 43%
2 Online Games 10.2% 9.3% 10%
3 E-malil 8.3% 11.5% -28%
4 Portals 4.4% 3.5% -19%
5 Instant Messaging 4,0% 4.7% -15%
6 | Videos/Movies 3.9% 3.5% 12%
7 | Search 3.5% 3.4% 1%
8 Software Manufacturers 3.3% 3.3% 0%
9 Multl-category Entertainment 2.8% 3.0% -Th
10 | Classifieds/Auctions 7% 2.7% -2
Other 34.3% 37.3% -8%

Source: The Nielsen Company
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Benefits of Technology Use

How do you AFaster
personally communication
benefit from
using
technology?

AUp-to-theminute
news

AOnline banking
and bill paying
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Benefits of Technology Use

Benefits for kids:
APractice social skill s (il
A Gives time to thin s 8

before responding &\ P2
A Experiment "
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Tech Abuse & Misuse

What are the top technology abuse
misuse Issues you worry about as a p:

Cyberbullying? ‘l Sextlng’P
- Online ! //

Predators? @& Mike DEWINE



http://www.google.com/imgres?imgurl=http://images.sodahead.com/polls/001928751/1648721618_sexting_xlarge.jpeg&imgrefurl=http://www.sodahead.com/topic/sexting/&usg=__ULhFbJyiKU08P86PxuXuPjrrVeo=&h=224&w=350&sz=11&hl=en&start=46&zoom=1&itbs=1&tbnid=yVeWVFoWAKUEsM:&tbnh=77&tbnw=120&prev=/images?q=sexting&start=40&hl=en&sa=N&biw=1024&bih=598&ndsp=20&tbm=isch&ei=HG8gTs3sEY-SgQfmrbnkBQ
http://4.bp.blogspot.com/-Ok6V3aoEHz4/TbGOvxa_7JI/AAAAAAAABhk/SbqFYi30EQA/s1600/internet_surfer.jpg

Online RiIsks

AlnappropriateConduct
AlnappropriateContact
AlnappropriateContent
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What are kids experiencing?

[7/th-9th] Q16: During this past school year, has someone...

: : :
ronsetio _n
Embarrassed 1535 15.4
Bullied/Threatened
Mude Ficture Requested
Shown Hude Pictures

Requested Secxual Chat

Sesnual Chat
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Cyberbullying

BULLYING
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http://cartoonbox.slate.com/drewsheneman/

Lifetime Cyberbullying Victimization Rates

Seven Dilterent Studies 2004-2010

Samesr Hinduja and Justin W Parehin
Cvberbullving Research Center - www.cyvberbullving.us
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Cyberbullying- Prevalence

Discipline Reasons — Statewide
Data

100,000 Data Source: EMIS
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—4—Truancy
== Fighting/Violence
——Jse/Possession/Sale of Firearms, Explosives
—i—Jse/Possession, Sale or Distribution of alcohol, tobacco & other drugs
—e—\/andalism/Theft/False alarm/Bomb threats
—4—Harassment/Intimidation/Unwelcome Sexual Conduct
Serious Bodily Injury
*Disobedient/Disruptive Behavior, not charted, averages 310,000 incidents over the eight

Source: Ohio Department of Education bT 1/ MIKE DE INE
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Sexting

. (Verb)

Ion

Sexting Is a term intended

Defin

o

()
%y

%,, Jo
; Wo&% o7,

to define a specific type

of activity involving

youth

. %, #«v._ «%e;
e v

9% F
'

sexually explicit

photos or text, and
electronic devices that
take and transmit photos.

Source: The National Center for Missing and Exploited Children
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Sexting

Prevalence:
A39 % of all teens sent suggestive messag

A59% of all young adults sent suggestive
messages

A20% have sent nude/suggestive images

“ \xl
Source; www.thenationalcampaign.org/sextech/pdf/SexTech_Summary.pdf MIKE D E INE
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Sexting

Of the 1/5 kids who
posted nude or semi
nude P I Cs e

Know It IS wrong



$1,000, 000 ques:s

A51% of girl s an 18 %

-, > MIKE DEWINE
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What's wrong with sexting??

Felony 1 ex: Murder

Felony 2 lllegal to create, reproduce or pubiish
obscene material that has a minor as
one of Its participants.

~elony 3 ex: Assault
—elony 4 ex: Burglary
—elony 5 ex: Telecommunications Fraud

Source: Ohio Revised Code R 24 MIOI,,(,E,,REKINE



What's wrong with sexting?

If found quilty a juvenile offender mig
have to would have to

register as a sexual offender for
up to 20 years
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What's wrong with sexting??

You donot Kknow
who the person

receiving the pic

will share It

wi t he
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